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Our ministry is to protect your ministry.

Partnering With You

Our Ministry: We protect the ministries of the 
Seventh-day Adventist® Church with insurance 

and risk management solutions.
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Information
Security
is a Universal
Practice.

Presenter Notes
Presentation Notes
Information security applies to all types of information, regardless of its storage or format, and encompasses various aspects like physical security, digital security, and even the human element within an organization. It's a broad field aiming to protect confidentiality, integrity, and availability of information. it's a vital aspect of protecting data and information systems from various threats, regardless of the type of organization or the specific context.
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Cybersecurity Framework

 Identification
 Protection
 Detection
 Response
 Recovery

Source: https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf

Presenter Notes
Presentation Notes
A cybersecurity framework is a structured approach used by organizations to manage and mitigate cybersecurity risks. It provides a set of guidelines, best practices, and standards for identifying, assessing, and managing potential threats to digital assets. Essentially, it's a roadmap for improving an organization's cybersecurity posture. We will share a copy of this presentation for you to forward it to your IT staff to download this resource.

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
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Why cybersecurity IT staff are so important

1. Proactive Threat Prevention and Mitigation

2. Enhanced Incident Response

3. Compliance and Regulatory Requirements

4. Business Continuity and Reduced Risk

5. Reduced Financial and Reputational Damage

Presenter Notes
Presentation Notes
Investing in an IT staff is crucial for your organization success as it drives efficiency, innovation, and security. A strong IT staff can automate manual tasks, improve communication, and protect sensitive data.1. Proactive Threat Prevention and Mitigation:Identify and Mitigate Vulnerabilities:�A dedicated cybersecurity team can identify and fix vulnerabilities in systems, networks, and applications before they are exploited by attackers. Monitor for Anomalies:�They can monitor network traffic and system logs for suspicious activity, alerting the organization to potential threats in real-time. Implement Security Controls:�They can implement and manage various security controls, such as firewalls, intrusion detection systems, and anti-malware software, to protect against common threats. 2. Enhanced Incident Response:Quickly Contain and Eliminate Attacks:A trained team can swiftly respond to security incidents, minimizing damage and ensuring business continuity.Investigate and Analyze Incidents:They can investigate the root cause of incidents, identify affected systems, and develop strategies to prevent similar attacks in the future.Recover Systems and Data:They can assist in restoring compromised systems and data, minimizing disruption to business operations. 3. Compliance and Regulatory Requirements:Meet Industry Standards:Cybersecurity IT staff can ensure that an organization complies with industry-specific regulations, such as HIPAA, GDPR, and PCI DSS.Demonstrate Compliance:. They can provide documentation and evidence to demonstrate compliance to regulatory bodies.Avoid Penalties and Fines:Failure to comply with cybersecurity regulations can result in costly fines and penalties, which can be avoided with a strong security team. 4. Business Continuity and Reduced Risk:Protect Sensitive Data:They can protect sensitive business data, including customer information, financial records, and intellectual property, from unauthorized access or theft. Maintain Operational Efficiency:By minimizing the risk of cyberattacks, they ensure that businesses can continue to operate efficiently and effectively. Build Customer Trust:A strong cybersecurity posture can build customer trust and confidence, leading to increased customer loyalty and retention. 5. Reduced Financial and Reputational Damage:Minimize Financial Losses:Cybersecurity breaches can result in significant financial losses, including the cost of remediation, legal fees, and lost revenue. Protect Reputation:A security breach can severely damage a company's reputation, leading to a loss of customer trust and potential business loss. Maintain Competitive Advantage:Investing in cybersecurity demonstrates a commitment to security and can be a competitive advantage in attracting and retaining customers. 



Our ministry is to protect your ministry.

Data
Application

Network

Presenter Notes
Presentation Notes
NON-FLAT NETWORK. Network Layer: what connects all your devices, applications and systems togetherData Layer: It where you store the data that you collect from application layer. Contact information, medical records, etc.Application Layer, this is how you access and process the data. Each of these layers should have their own methods for security and segmentation. There are other layers that exist within these layers that perform specific functions.
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Privacy & Security

Everyone’s 
responsibility.

Awareness is the foundation of Risk Management

Presenter Notes
Presentation Notes
A strong risk-aware culture is essential for effective risk management, as it allows for proactive identification, assessment, and mitigation of potential issues.
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Separation of Data Privileges
 User and permissions management

   User permissions can be assigned based on several criteria. 

1. Role-based 

2. Device-based

3. Location-based 

 User roles and access level descriptions

 Administrative Rights

Presenter Notes
Presentation Notes
In healthcare, privacy and the separation of privileges are crucial for protecting patient information and maintaining ethical standards.Permission management – based on several criteria1-Role-based permissions ensure that each person has the appropriate access level for their job. For example, role-based permissions can allow employees in the sales department to access the specific resources they need to do their job, but not others. 2- Device-based permissions grant access to devices known and trusted by the organization. 3-Location-based privileges grant access based on a user’s location—for example, a user located in the corporate office or in a country the organization does business with.User roles and access level descriptions—specifies the roles and responsibilities of each user and details the access level required to perform these roles. The descriptions should be granular, specifying which employees require edit access, deleting capabilities, or read-only access. Admins should identify the least privilege required for each job function to help minimize security gaps.Administrative rights. Create a separate elevated account for users granted admin level rights to any system. Only use this separate account when necessary; it's not for daily tasks. Complex password requirements.
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Types of Primary Data
 Protected Health Information - PHI

Any data that could be used to identify an individual 
and relates to their physical and mental health, 
provision of healthcare or payment for that care.

 Personally Identifiable Information - PII

Any data that can be used to identify a specific 
person, either directly or indirectly. This includes 
information like name, Government ID number, date 
of birth, address, or even a unique combination of 
data points.

Presenter Notes
Presentation Notes
Two types of data that we should focus on when we talk about data security. Both types of data can be used to cause harm or steal your identity. Today we will focus on PHI.
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PHI - Safeguards

Storage & Access

1. Medical records kept securely including encryption.

2. Medical records restricted to authorized personnel 

3. Access to medical record storage areas are restricted

4. Policies and procedures to prevent unauthorized access, 
alteration, or deletion of information in charts

Presenter Notes
Presentation Notes
If in paper; are they in locked cabinets, rooms, or other secure locations when not in use or under direct supervision? Encrypting data at rest and in transit is considered the best practice when working with electronic information.As we reviewed under separation of data privilegesEither with physical barriers and/or access controls
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Disposal

Policies and procedures for securely disposing medical 
records

Accuracy

Procedures in place to ensure the accuracy and 
completeness of information in charts

PHI - Safeguards

Presenter Notes
Presentation Notes
DisposalPaper/physical format: Shredding or other methods that ensure confidentiality. Don’t just thrown in the trash or recycle bins. Have designated “secure disposal bins” to dispose documents with PHI information.Photocopy machines also store information that needs to be properly erased, deleted, reset, etc.Electronic data:1. Data Wiping:Clear/Wipe: Use software to overwrite data on hard drives, making it unrecoverable. Digital Shredding: Another term for data wiping, ensuring data is permanently deleted. Sanitization: Similar to wiping, this involves using specific commands or software to remove data. 2. Physical Destruction:Shredding: Use specialized shredders to physically destroy hard drives, CDs, DVDs, and other storage media. Degaussing: Use a strong magnetic field to erase data on magnetic storage devices. Hard Drive Shredders: Specialized machines that physically shred hard drives into small pieces, rendering them unusable. 4. Additional Tips for Secure Disposal:Factory Reset: Perform a factory reset on mobile devices to erase all data and return them to their original settings. Clear Recycle Bin: Empty the recycle bin on your computer to ensure deleted files are permanently removed. 



Our ministry is to protect your ministry.

Authorization
1. Procedures in place to ensure that releases of information 

are properly authorized, with valid authorizations signed 
by the patient or their representative.

2. Procedures in place to verify the identity of individuals 
requesting information.

3. Policies and procedures to ensure that PHI is used or 
disclosed ONLY for permissible purposes and only to the 
extent necessary.

PHI - Safeguards

Presenter Notes
Presentation Notes
Do you have a Medial Records Release Authorization form?Is a valid ID necessary to confirm the identity of the person requesting sensitive information or medical records/history?Medical information may be released to public health authorities to prevent or control the spread of diseases, and in cases of suspected abuse or neglect. In some cases, medical records may be required as evidence in legal cases. Know your regulations. 
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Let’s take a Poll
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Please select which data constitutes PHI.

1. Favorite color, alias, country
2. nickname, birth year, address
3. Last name, government ID#, telephone
4. Mother’s maiden name, school, blood type

Presenter Notes
Presentation Notes
Correct answer: #3



Our ministry is to protect your ministry.

Home-based records (HBRs)

HBRs are health documents kept by individuals or their 
caregivers, rather than at a healthcare facility, to record a 
person's health history and service utilization. 

1. Is it legible?

2. Is it accurate?

3. Do you train your patients or caregivers how to properly 
complete, add information and store HBRs?

PHI - Safeguards

Presenter Notes
Presentation Notes
Despite the wide use of home-based records, implementation challenges persist, such as stock-outs, incorrect use of home-based records by health workers or low retention by women, parents and caregivers that impede the home-based record’s potential.
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“The question isn’t if an attack will 
happen.  The question is: are you 

ready?” 
– John Riggi 
National Advisor for 
Cybersecurity and Risk 
for the American 
Hospital Association

Presenter Notes
Presentation Notes
Cyberattacks are life-threating in Health Care Organizations.Social Engineering A general term for using psychological manipulation to trick individuals into revealing confidential information, performing actions, or divulging sensitive data. This can involve in-person interactions, phone calls, online interactions, and various other methods. Those pesky phishing emails can do real damage to your cash flow. The most common example is when an employee is duped into sending money from your bank accounts to a malicious hacker. Ransomwarea type of malicious software designed to block access to a computer system until a sum of money is paid.MalwareMalware, short for malicious software, refers to any software designed to harm or disrupt computer systems. It's used by cybercriminals to steal data, cause damage, or gain unauthorized access to networks. Examples include viruses, worms, Trojan horses, spyware, adware, and ransomware. Denial-of-service (DoS) �DoS attack is a cyberattack that floods a machine or network with false requests, making it unavailable to legitimate users. The goal is to disrupt business operations by preventing users from accessing emails, websites, or other resources. While DoS attacks don't typically result in data loss or require ransom payments, they can cause significant disruption, costing organizations time and resources to restore services. Man-in-the-middle (MITM)MITM attack is a type of cyberattack where an attacker intercepts communication between two parties without their knowledge, inserting themselves into the conversation. The attacker can then eavesdrop on the data, modify it, or even steal sensitive information.Stay current with cyberattacks trends by applying.Vulnerability Analysis: Get a comprehensive assessment of your ability to deliver care without technology.Tailored Strategies: Close gaps and align your entire team with actionable strategies. Equip every department to operate under extreme circumstances.Cyber drills: practice table topics exercises with your team.Regulatory Review: Know your regulatory obligations regarding data breach, ransomware, etc.
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Password – Best Practices

Complex passwords

Change routinely (at least every 90 days)

Use letters, numbers, symbols

Do not write your password

Do not recycle passwords

Do not share passwords

Do not use the same password for multiple systems

For Device and application access
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12 Key Controls to Strengthen Your Security

Multifactor 
authentication for 
remote access 
and administrator/
privileged controls.

Endpoint detection 
and response 
(EDR).

Secured, 
encrypted, and 
tested backups.

Privileged access 
management 
(PAM).

Email filtering and 
web security.

Patch 
management and 
vulnerability 
management.

Cyber incident 
response planning 
and testing.

Cybersecurity 
awareness training 
and phishing 
testing.

Hardening 
techniques, 
including remote 
desktop protocol 
(RDP) mitigation.

Logging and 
monitoring/network 
protections.

End-of-life 
systems replaced 
or protected.

Vendor/digital 
supply chain risk 
management.

Presenter Notes
Presentation Notes
These are universal security controls.
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12 Key Controls to Implement/Enhance
Multifactor Authentication (MFA) for remote access 
and admin/privileged access
Organizations should bolster their security through MFA, which 
requires at least two pieces of evidence (factors) to prove the user’s 
identity and prevents attackers from effectively using stolen 
passwords. For example—a time sensitive pin code delivered through 
an app or via text message is often a second factor in addition to the 
user’s password. Although no cybersecurity tools are perfect, MFA 
provides a substantial barrier to unwanted system access.

Endpoint Detection and Response (EDR)
It’s important for companies to have up-to-date information about 
the security posture of any devices used by employees to receive or 
send corporate information, whether it’s a laptop, desktop, or mobile 
device. EDR offers continuous monitoring and more advanced 
detection and automated response capabilities. The monitoring 
software will watch for any suspicious or irregular activities and can 
also facilitate rapid incident response across an organization’s 
environment.

Secured, encrypted, and tested backups
Attackers exploit default device settings or misconfigurations. 
Controlling changes and aligning with an industry recognized security 
baseline to harden devices are critical to prevent attackers from 
reaching and exploiting their targets. Particularly, the use of RDP 
without VPN and MFA controls should be avoided.

Privileged Access Management (PAM)
Privileged accounts are the keys to a network. When attackers 
compromise these accounts, they gain unlimited access to the network, 
increasing the likelihood of causing significant harm. Organizations can 
control for this by limiting the number of privileged accounts, using 
Just-in-time (JIT) elevation or vaults, and MFA. Many organizations 
implement PAM solutions that automate privilege and session 
management.

Email filtering and web security
Malicious links and files are still the primary way to insert ransomware, 
steal passwords, and potentially access critical systems. Today’s first 
line of defense includes advanced technologies to filter incoming 
emails, block access to malicious sites or downloads (across both onsite 
and remote users), and test suspicious content in a secure “sandbox” 
environment.

Patch management and vulnerability management
Unpatched vulnerabilities remain a leading cause of intrusions into 
systems, with hundreds of vulnerabilities revealed every month for 
multiple applications and systems. When technology environments are 
not patched in a timely fashion, attackers will seek to exploit 
vulnerabilities. Regular vulnerability scans and rapid patch 
management reduces the risk of cyberattacks on the network. Such 
actions allow organization to apply patches or uncover existing 
vulnerabilities and remediate before threat actors have a chance to 
exploit. Most underwriters expect to see an ability to apply critical 
patches within 72 hours across 95% of endpoints.
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MFA
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12 Key Controls to Implement/Enhance
Cyber incident response planning and testing
An up-to-date Cyber Incident Response (CIR) plan with a trained 
team and experienced senior leadership provides efficiency and 
effectiveness in response to cyber incidents. Practice through 
tabletop exercises builds resiliency. When combined with 
backups, other business continuity plans, and monitoring of 
endpoints and the network, they significantly help mitigate 
impacts to business operations and help to protect an 
organization’s reputation if an event does occur.

Cybersecurity awareness training and 
phishing testing
Attackers have taken advantage of COVID-19, a time when people 
were stressed to capacity, as a guise to spread ransomware. 
There will always be environmental factors that attackers can 
exploit to deceive people. Employee cybersecurity training and 
phishing campaigns help ensure people remain aware of changes 
in the cyber environment and remain cautious.

Hardening techniques including Remote Desktop 
Protocol (RDP) mitigation
Attackers exploit default device settings or misconfigurations. 
Controlling changes and aligning with an industry recognized 
security baseline to harden devices are critical to prevent 
attackers from reaching and exploiting their targets. Particularly, 
the use of RDP without VPN and MFA controls should be avoided.

Logging and monitoring/network protections
Logging and monitoring network activities allows organization to 
identify, detect, and contain attacker’s actions at an early stage. 
Automated tools can support human monitors as they track 
network events or anomalous user behavior. Efficient use of 
firewalls and other technologies requires well-defined 
strategies—network segmentation, intrusion detection and 
prevention systems, data leak prevention systems, etc.

End-of-Life systems should be replaced or protected
End-of-life systems or technology become a risk because patches 
and other forms of security support are no longer offered. Once 
the software/technology is practically no supported it will be 
impacted by unfixable vulnerabilities. It needs to be either 
protected by compensating controls or ungraded to “supported” 
platforms.

Vendor/digital supply chain risk management
A significant proportion of attacks or incidents are initiated 
through the supply chain, whether it’s a third-party access that is 
leveraged, a trusted software update that is compromised, a 
malicious code that comes through a library, or a critical service 
that becomes unavailable. Managing cyber supply chain by 
monitoring risks and dependencies and maintaining continuity 
plans goes a long way in reducing the overall cyber risk exposure.
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Adventist Risk Management, Inc., partners with 
NINJIO to provide our Cybersecurity awareness 
training. 

Cybersecurity Awareness 
Training

Presenter Notes
Presentation Notes
General monthly cyber awareness videos — time-efficient, risk-managing, and engaging.New Hire cyber awareness onboardingCompliance Packs for: HIPAA, GDPR, and PCICustomable Phishing PlatformInfographics
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Cyber Liability Policy 

1 2
3

First 
Party Third 

Party

eCrime

Presenter Notes
Presentation Notes
The most prominent cyber risks are privacy risk, security risk, operational risk, and service risk. Generally, cyber insurance is designed to protect your organization from these primary risks through four distinct insuring agreements: Network security and privacy liability Network business interruption Media liability Errors and omission Network security and privacy liability can include both first-party and third-party costs. First party – Business interruption loss from security breach or system failure – Dependent business interruption loss from security breach or system failure – Cyber extortion loss – Data recovery loss Third party – Third party information security and privacy coverage– Full media liability – Regulatory defense and penalties – Payment card liability and costs.- Data and network liability.eCrime – Fraudulent instruction – Funds transfer – Telephone fraud.
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Cyber Liability Policy
Added Services 
1. Computer Forensic Services
2. Breach response
3. Negotiation and payment of a ransomware demand
4. Data restoration
5. Breach notification services to affected individuals
6. Legal services
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Let’s take a Poll
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What is Ransomware?
1. a type of malicious software designed to block access to a 

computer system until a sum of money is paid.
2. a cyberattack that floods a machine or network with false 

requests, making it unavailable to legitimate users. 
3. data that could be used to identify an individual and relates to 

their physical and mental health, provision of healthcare or 
payment for that care.

4. cyberattack where an attacker intercepts communication between 
two parties without their knowledge, inserting themselves into the 
conversation.

Presenter Notes
Presentation Notes
Correct answer: #1
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Case Study:
Wiring Incident

ADRA 
X

ADRA 
M

South Heaven Union

$1,000

$199,000

director@adracountrim.org

Presenter Notes
Presentation Notes
A church member  sent a donation, $200,000, to ADRA X for a special project in country M, and ADRA M was notified of the donation. ADRA M had a cyber incident not long ago and requested their Union to assist with the transfer of funds. A test transaction of $1,000 was sent and successfully processed. The Union got the initial $1,000 which was passed to ADRA M.  ADRA X then sent the remaining $199,000 to the South Heaven Union the following week.  The remaining funds never arrived. What happened? The Union’s system was infiltrated by a bad actor who monitored and intercepted email communications. The bad actor created a fraudulent email, almost identical, only one digit in the email address was altered. The bad actor using the fraudulent email sent different banking information. Because the bad actor intercepted their email communications, they knew about the test transaction, so they forward the first $1,000 to the ADRA M bank account. The bad actor stole the $199,000.

mailto:director@adracountriey.org
mailto:director@adracountriey.org
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Case Study:
Union – Retirement Fund
1. Error message in bank website
2. Employee got a call from bad actor 

impersonating the bank.
3. A pop-up window requested login 

information
4. Bank token security password was 

not sent or provided.

Presenter Notes
Presentation Notes
Over US$1.03M from retirement fund was stolen in multiple transactions. As a result of this cyber attack the Union has changed their financial transactions processes, so now they make a phone call or go to the bank in person to authorize transactions.
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Case Study:
NAD University
1. Bad actors infiltrated an employee’s 

account. 
2. Bad actors monitored the account for 

months to understand its systems and 
operations.

3. A ransomware attack completely 
disabled the network.

4. For TWO weeks, the university was 
locked out of its system.

Presenter Notes
Presentation Notes
Other cyber incidents: Kettering. Ramsomware, patient were called by bad actors pretending to be Kettering asking for payment.NAD conference. Past purchased STT from ARM.  Impersonating ARM staff requested $36,000 in payment premium. Conference sent multiple payments.An NAD Academy (AZ). 
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FACTS

1. On average, organizations recover only 57% 
of compromised data after a cyber attack

2. 43% of data is permanently lost or damage 
after the ransom is paid.

3. Only 8% of people that suffered 
ransomware and paid get all their data 
back.

Top 10 Cyber Recovery Stats You Can’t Ignore – Calamu.com
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FACTS

1. Cyber Wars: Nation-states are leveraging AI-driven 
tactics, including disinformation campaigns and 
disruptive malware, to weaken systems and sow chaos 
globally.

2. Ransomware: Criminals are shifting from data 
encryption to extortion, with ransomware emerging as 
one of the most significant cyber threats to businesses 
worldwide in 2024

3. Infostealers. These malware attacks have surged by 
58%, stealing credentials and sensitive data, impacting 
individuals and organizations alike

The State of Cyber Security 2025 - CheckPoint.com
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What are the RED flags?

Presenter Notes
Presentation Notes
One of our conferences in the USA received an email from Dimitris, or that’s what they thought. The email had an attachment with ACH Bank instructions for payment. Please see the original email and show us the red flags. 
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What are the RED flags?

Presenter Notes
Presentation Notes
The ACH payment instructions were different than our bank payment information that appears at the bottom of every invoice.The urgency for confirmation and asking when payment is made.The sender's email (Demitris is a CSR) misspelled “adventistrisk” for adventsitrisk”Always remember to hover over any email or links to make sure the destinations matches what you see.The conference contacted their Account Executive to verify the validity of the email. 
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Online 
Safety 
Checklist

Our ministry is to protect your ministry.

Presenter Notes
Presentation Notes
Risk Control example – New Surgical equipment: 
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Questions?
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Assignment

Who performs your Cybersecurity
functions at your institution?

Share your latest risk event or concern.



This presentation and any materials distributed are general information which is fact 
or research based but should not, under any circumstances, be considered specific 

legal advice regarding a particular matter or subject. Please consult your local 
attorney if you would like to discuss how a local jurisdiction deals with any specific 
circumstances you may be facing. For risk management issues, please consult your 

ARM Account Executive or other risk management professional.

Copyright © 2025 Adventist Risk Management,® Inc. All rights reserved.

www.adventistrisk.org
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